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GOVT. OF NCT OF DELHI .
DEPARTMENT OF SOCIAL WELFARE
7T FLOOR, MSO BUILDING, ITO, NEW DELHI
(ADMINISTRATION BRANCH)

F.No.44(45)/2023/DSW/Admn./Estt./Misc./ J]) 7 — 2| +<  Dated:

CIRCULAR |

Please find enclosed herewith a circular/letter No. F.17/2/2019-Dir
(DeGS/Sec(IT)CD-93058/694-773 dated 25.01.2024 issued by Department of
Information Technology, GNCTD on Information Security Audit Related Advisory for

Government Organisation for adhering to the mentioned guidelines in purview of
engaging vendors for security audit for strict compliance.
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~ This issues with f)rior épproval of the competent auﬂlori_tgrw

F.No.44(45)/2023/DSW/Admn,/Estt./Misc./ RUF —8/ [Z$ Dated:
Copy to:

1. All Branch Inchdrges (HQ) of Department of Social Welfare. -
2. PA to Director(SW), Department of Social Welfare, New Delhi-110002
3. PA to Secretary(SW), Department of Social Welfare, New Delhi-110002

t/d../ Sr. System Analyst for uploading the circular on the website of the
Department.

5. Guard file. \
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Government of NCT of Delfil

(s pepartment of Information Technology |
o ol L evel, B wing Delhi Secretariat 1P Ectate, New Delhl 9
hitps:/Zit.delhl.gov.in .
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CERT+ir, Misly, Goi, throtgi the 2 sped & pit some gppaontiate mechanisn
0 oensu & { o belo 1 a0 the fime ¢ c
empanelled organisations, in interest of seclrity of sensitive informziion bzlonging to the Governmeni

zna Critical Sector:

i. Organisation should ensure that every auditing organisation and its auditors (personnel)
engaged in audit shoutd sign Non-Disclosure Agreements (NDAS) prior to the commencement
of suditing work. For this purpose, organisation may Use model NDA prepared by CERT-In.
Vode! NDA is available on CERT-In website (https://www.cert-in.org.in/ ->Cyber Security

Assurance-> Empanelment by CERT-In).

ii. Since, engaging non-Indians firms for auditing reguirements by the Governiment and critical
sector organisations may involve exposing sensitive information to non-Indian persons/entities
or having foreign links, the concerned Government Ministries / organisations should obtain NOC

from MHA before engaging any non-Indian firms.

iii. Organisation should ensure that the data collected during on-premises auditing including
audit report should not be allowed to be taken out of the Government premises. Organisation
should also ensure compliance against Policy Guidelines for Handling Audit related Data. "Policy
Guidelines for Handling Audit related Data" is available on CERT-In website (https://www.cert-
ir.orag.in/ ->Cyber Security Assurance-> Empanelment by CERT-In).

Hence, all departments are requested to adhere the above mentfioned guidelines in purview of
engaging vendors for secirity audit. This may be treated most urgent.

This issues with the approval of Secretary (IT).

| <M
Encl: Ala \3{%\\

» (I Murugean)
Chief Information Security Officer, Delhi

oy
All ACS/Pr.Secreteries/Secretaries/HoDs /All Local Bodies/Boards/Commissions, Govt. of NCT of Delhi

Copy for information to:

1:S0 to Chief Secretary, GNCTD
2. PS to Secretary (IT), GNCTD.
3. SIO, Delhi State Unit, NIC
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Sulije c-_-’l_;" Inforociion secinty cuciing  releies eovicory for Governne
aroenteelions - regerding.
% E "f'[hf:. Ingien Gomputer Emergency Response Teermn (CERT-In) under Minigtry of
} ‘ _Eif:—ft!:or:ics & Information Technology (MeitY), Government of indie hes creeled & panel
"'-\\f'\,,‘;/}f/éf Information security auditing orgznizetions’ for audiling, including vulnerability
,/-*‘/ zssessment and penelration testing of computer systems, networke & epplications of
various organizetions of the Government and critice! infrastructure organizations to
P e enhance the cyber security posture. These information security auditing organications
Gomy ( IT ) heve been vetted by Ministry of Home Afizairs. The list of CERT-In empeanelled auditing
/?j,,/ , orgznisations cen be accessed at CERT-In website at https:/ivwvew.cert-in.org.in. At

i 3
/ present, the list is being consulted by all the Government organisations gn¢ critical
) I’() sectors for their information security auditing requirements.
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2. In relation fo the process of engaging the CERT-In empanelled information security
suditing organisations, on advice of IB/IGHA, it is felf necessery lo issue the following
sdvisories to ensure that the audit engagement process is secure and does not pose
any threat to sensitive information belonging to Government and critical sector.

"W Organisation should ensure that every auditing organisation and i aualiors

ph
ilﬂ?" N {personnel) engaged in audit should sign Non-Disclosure Agreements (NDAs)
| prior to the commencement of auditing work. For thic purpose, organisation mey
P;LF‘L) use model NDA prepared by CERT-In. Model NDA is eveileble on CERT-In
' / website (https:/Avww.cert-in.org.in/ ->Cyber Security Assurance-> Empanelmeni

by CERT-In).

4 sipee-engaging non-Indizns firms for audiling resuiremenis by the Government
and critica! sector organisations may invelve exposing sensitive information to
non-Indian persons/entities or having foreign linke, the concerned Government
Minictries / organisations shouid obtain NOC from MHA before engaging any
non-indian firms.

iii. Organisation should ensure that the data Coliected during on-premises auditing
——— including audit_report should not be allowed to be taken.out of the Bevarnmsnt
premises. Organisztion should also ensuré tompliance against Policy Guidelines
for Handling Audit related Data. “Policy Guidelines for Handling Audit related
Date” is available on CERT-In websle (ntips:/iwvew.cert-in.org.in/ ->Cyber
Security Assurance-> Empanelment by CERT-In), .
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(Dir. S&ijty Beghl)
Director Generel, CERT-In
Tel.: 011-24368544 [ 22802703
Ton
1) All Secretaries of Central Government Ninistries/Department
2} All Chief Secrefaries of States & UTs.
Copy fo:

1} Sh. B.K.Jha
Under Secretary (S),
IS-I Division (Security Desk),
Ministry of Home Affairs
Room No. 1, North Block,
New Delhi - 110001

2) Sh.Niranjan Sama!
£ ssistant Director,
Iﬁtetligence Bureay,
35, 8.P. Marg
New Deihi - 110021
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